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TOTAL PKI/OTP/FIDO SOLUTION
FOR BANKING AND SECURITIES
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Signer Management System
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TRUSTED HUB

MOBILE-ID

Anytime, Anywhero

Conntect to FIPS PUB
3 certified HSM
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Signer Management System

Supports Wireless PKI (wPKI) and 2nd token

2nd Token is supported for both Android and
IOS devices. Bring the best flexibility to
customers with the highest security
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Signer Management System

Support the UAF Client that integrated the UAF
Authenticator/KeyChain/KeyStore on Trusted Client

Transaction Signing

Transaction (:llllﬁl’lll{l“llll Transaction type inter-bank transfer
Debit account 221014849184577
eneficiary account 040003730327
Beneficiary Nguyén Van B
Amount 500,000 VND

At
ACB Online

onfirm f ’TC_;E‘F rint to continue
Cancel Transaction code

Confirm with fingerprint x

Cancel Successfully
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Signer Management System

SignPlugin is provided by Mobile-ID, it works fine in Windows (IE,
Edge, Chrome, Firefox, Opera, Safari) in MACOSX (Safari, Chrome,
Opera)

The workers natively supported are listed OfficeSigner, PDFSigner,
XMLSigner, CAPICOMSigner and the most important also support
DCSigner (Distributed Cryptography Signer)

e0@ About

SignPlugin is only used for testing

MOBLES  Copyright @ 2016 MOBILE-1D TECHNOLOGIES AND
SERVICES JOINT STOCK COMPANY

OK
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Signer Management System

Supports two methods for signing

TIRUSTED HUB




Functional Structure

Signer
Management
System

Validator
Management
TRUSTED System
HUB

BackOffice
Portal

Authentication
Agent & SDK

e TIRUSTED HUB




Validator Management System

] Office
E

PDFValidator OfficeValidator

XMLValidator

‘ eFsss fido 0

CapicomValidator OTP

(Hardware/SMS/Email) Fido
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Validator Security Devices

STANDARD
B o TOKEN

a@ FIDO TOKEN

BIO FDO

CHIP
o) EMBEDDED CARD

- OTP
) DISPLAY CARD

((

emm) OTP TOKEN

E-SIGNATURE
OTIP TOKEN
LCD IPKI TOKEN

[i WIPKI USIM

L’- UAF FIDO
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PKI Token
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Advantages

ost-effective solution with fully
riety authentication/validator

table for SME with the easy to
ion, the cheaper budget, the totally
t from security expert

| of Certification Authority
such as VNPT-CA, FPT-
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Hardware OTP Token
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Trusted and tested by countless bank, enterprises and
individuals. Firm and reliable physical OTP token is always
the best for your second factor authentication
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Mobile OTP Token

Fast remote logon

1.Mobile OTP frees your pocket and
keychain from bringing real physical
OTP tokens by simply installing an
application in your smart phone

2.With fast remove logon, you do not
even need to enter the OTP code
manually. The only thing you need to do
on your mobile application is click
“logon” when the request comes. All of
the OTP exchanges with authentication
server will be conducted invisibly.
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SMS OTP

Your
application

Logon
NoO
app||Cat|On Send OTP
needed on /\
your smart p—
phone | Request M enter oTe

Get OTP
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OTP Card

Enabling NFC al
possible to simpl
OTP by an applic
mobile phone. U
need to manually
OTP code anym

OTP Card can be

onsidered as any

lar one-time-

ord (OTP) token
in a card
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d eliminates the
ed exposing by
rting self seed
gramming over NFC
I private contactless
protocol.

TIRUSTED HUB

_



e e e

BIO FIDO uses biometric finger print sensor

to protect the key.

The finger print module prevents any misuses of the token from people
other than the token owner. Losing this token will cause no security risk
on any of the account bound with this token.

There is no limit on the number of registered accounts in your Bio Fido

BIO FIDO has a convenient
design with a comfy cobblestone
in your palm.

A cobblestone — like design with
metal rim. The USB cable and
port are hidden properly in the
rounded casing. No sharp corner
hurts your hand.
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Authentication Agent & SDK

Sample client is available in Java & C#
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BackOffice Portal

@ QuanlyCA

It also
provides

token T o=
operations GEEEta. &

CAu hinh chung i= Danh sach CA

Quan by User

3 ABC sdkfjsdldfjkl riweuriowe
[C) ciuhinhca
S l | C aS 4 TomiCA http://192.168.2.233:8080/ejbca/publicweb/webdist/certdist? http:/f192.168.2.233:8080/ejbca/publicweb/status/ocsp
cmd=crl&issuer=CN=TomiCA,O=TOMICALAB,C=VN
Quén Iy CA
= = = = = 5 NEWTEL-CA http://crl.neweca.vn/NewCA.crl http: /focsp.newca.vn/responder
Initializin
b} 6 SAFE-CA http://crl.safecert.com.vn http://ocsp.safecert.com.vn
- £ Quén I hgp dBng
b I O C kl n 7 BkavCA http://crl.bkavca.vn/BkavCA.crl http://ocsp.bkavea.vn
] .
Lich sir giac dich 8 SmartSign http://crl.smartsign.com.vn http://ocsp.smartsign.com.vn
.
u n b I O C kl n 9 VNPT Certification  http://crl.vnpt-ca.vn/vnptca.crl http://ocsp.vnpt-ca.vn/responder
" Quan Iy thiét bj OTP Authority
10 CKCA http://crl.ckca.vn/crls/ckea.crl http:/focsp.ckea.vn/status

Quan by chimg thu s6
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EJBCA As Private CA For Banks

Integrated EJBCA into TRUSTED HUB and supported:

- N
@ EIBCA Administration - Mozilla Firsfax : ESSEel ™

File Edit View History Bookmarks Tools Help 5
| © iogger: ejbeainstall - Edit post ~ | =p B Administration x [ + }

ﬁ P O C S P & https://rootca.yourcompanylnet/ejbca/ adminweb/ > | | [ - eft my walletin El Segundo, I gotta get it ¢ © | iy %

PKI BY PRIMEKEY Administration

T LDAP | .. i

CA Structure & CRLs

CA Functions

CA Activation

) SELTE 22 GRS Basic Functions for CA : defaultca View Certificate View Information

R L2 RoOt CA : CN=defaultca,0= c=Us

Certification Authorities

Crypto Tokens Download binary/to IE Download to Firefox Download PEM file Download JKS file

Publishers L
RA Functions Latest CRL: Created 2014-05-09 05:33:22-08:00, Expires 2014-05-10 09:33:22-08:00, number 8 Get CRL

Add End Entity Delta CRLs are not enabled.

End Entity Profiles i i
Search End Entities Create a new updated CRL : | Create CRL

User Data Sources

Supervision Functions
Approve Actions Basic Functions for CA : mgmtca View Certificate View Information R
View Log Root CA : CN=mgmtca,0= ,C=UsS 1

System Functions
Administrator Roles

G G Latest CRL: Created 2014-05-09 09:33:21-08:00, Expires 2014-05-10 09:33:21-08:00, number 15 Get CRL

Internal Key Bindings Delta CRLs are not enabled.
My Preferences

THNITES Create a new updated CRL : | Create CRL

System Configuration

Download binary/to IE  Download to Firefox Download PEM file Download JKS file

Public web <
O~ x S ¢ @3 G 120%
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Contact us

Mobile-ID Technologies And Services
Joint Stock Company

A: 43 Mac Dinh Chi, Da Kao Ward, 1st
District, Ho Chi Minh City

P: (08) 35178217

M: 0903 180 081

E:
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mailto:khanhpx@mobile-id.vn

